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University Requirements (19 credit hours):(62aize 4clu 19) Aaalall Slallaia

(1) Jsaal) (A s
(1) s
. le L) . . .
<idaadle s sl Bal—all £ o bl

48 ALK elllaie [l
59 A la ) el il e
9 A )LERY) el Sl EX1D)

135 L) pal) Aadlt Baninal) cile L) £ gana
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(2) ds=
Saaiaal) cilelud) dae Pre-
No. | CODE Course Name el e | e Sl aud Reiues S
Skil_ls o_f Holy Q_uran ) 1 Ol B Ol e - -
1 | BUSTOL | Recitation & Tajweed sy g2y o Sl
2 | BUSTO02 | English Language (1) - -12 |2 (1) Ay asll - -
3 | BUSTO03 | Arabic Language (1) 2 [-1- |2 (1) 4nall 421 - -
4 | BUSTO4 | Life Skills 1 |-]1 |2 Ll Ol - -
5 | BUSTO5 | Islamic Culture 2 |-- ]2 dadluY) sl - -
6 | BUSTO06 | English Language (2) - -12 |2 (2) Aoy asll -
7 | BUSTO7 | Arabic Language (2) 2 |-- |2 (2) 4nall 421l -
8 | BUSTO08 | National Culture (1) 2 |-1- |2 (1) 4ida ) A8 - -
9 | BUSTO09 | Computer Skills - -2 |2 Gsalal)l Gl e - -
10 | BUST10 | National Culture (2) 2 |-|- |2 (2) dabo gl a0 | - -
Total 11 [-|8 |19 &
*L= Lecture, T= Tutorial, P= Practical, C= Credit Hour
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Faculty Requirements (48 credit hours): (s:iz delu 48) 4Kl ldlaia o

(3) ds
baaizall Cilelud) Jas . Pre- Co-
No. | CODE Course Name BEAEREs AL aul Request | Request
1 |BCITO1| Mathematics 2|1 - 3 Slaaly - -
2 |BCIT02| Calculus 2|1 - 13 Julall y Jalal) | BCITO1 -
3 BCITO03| Statistics & Probability 2 | -] 113 L=yl | BCITOL -
Y laaYl g
4 |BCIT04| Computer Fundamentals 2 -1 113 o gulal) bl - -
5 BCITO5| Problem S(_)Ivmg and 2 -1 113 Jiedl iy eyl - -
Programming
6 |BCITO6| Computer Programming 2 | - 1 |3 Csula das 5 | BCITOS | BCITO4
; |BCITO7| Object Oriented 21 -111]3 4 sall dawdl | BCITO6 -
Programming Gl
g |BCIT08| Computing Ethics -1 - |1 Jaw sall @Al - -
9 BCIT09| Introduction to Database 2| -1 113 )8 N 4eie | BCITO5 -
bt
10 BCIT10| Data Structures and 2| -1 13 <l JSbe | BCITO7 -
Algorithms Sl y ) sall
11 BCIT11| Principles of Operating 2 -1 113 il ki {50k - BCIT10
Systems
12 |BCIT12| Discrete Structures 21| - 13 dakiic JSLa | BCITO1 -
Principles of Data . . BCIT04 -
bl Jad 53 (50l
13 Communication and 20 -11|3 ” d‘”j&\'
BCIT13| Networks =
14 |BCIT14| Cloud computing 21 -1 113 a4l | BCIT13 | BCIT11
15 Mobile Application ol 1|3 lanks yeki | BCITO7 | BCIT09
BCIT15| Development A 5 3eay)
16 Web Application sl o113 lapld 4l | BCITO9, -
BCIT16| Development <l | BCITO6
17 |BCIT17| Research Methodology 2| -] - | 2| el dadimali - -
Total 32| 4| 12 |48 £ gaaal)
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:Compulsory Program Requirements (59 credit hours) (s2aixe 4l 59) 43 jLaY) zali jall cilillaia =

(5) Js2
paainal) cilelud) aae . Pre- Co-
No. CODE Course Name L1 TlpPplcC Al anl Request | Request
Computer .| BCIT04 -
.. - PN
1| Boynzis Organization 2 Ll dall
System Analysis and asanaiy Jalai | BCITO9 -
2 : 3| - - 3 ..
BCYN217 | Design plas
Principles of el el - BCIT13
01 . -
3 | BCYNS Cybersecurity 2 2| 4 )
4 BCYN502 | Introduction to 5 | 3 ple 8 4aaia | BCYN501 -
Cryptography eal)
5 | BCYN403 | Routing and switching | 2 | - 1 | 3 | Jnallsansgal| BCIT13 -
. e BCYNS501 -
6 | BCYN504 | Secure Programming 2| -111]3 WY Al | o107
7 Principles of Artificial 5 i ) 3 Sl (ale | BCITO7 BCIT12
BCYN218 Intelligence clibay)
Information Auditing a<liy 585 | BCYN501 | BCYN502
8 | BCYNG05 and Assurance 2 i 1 3 cla ,an
Systems B BCYN501 | BCIT14
D - 15 ,0)
9 | BCYNA0G | A ministration 2 )3 Bl
10 | BCYN407 | Advanced Network 2 | - 1 3 | deaiall il | CYSNO3 -
11 | BCYN408 | Networks Security 2| - | 2| 4 <<l 4yl | BCYN501 | BCYNA403
12 | BCYNG609 | Ethical Hacking 2 | - 2 4 SOAY) Sl | BCYNS0L | BCITO8
13 | BCYN510 | Digital Forensics 2| - 1113 <80 s ,adll | BCYNS01 | BCYN609
14 Web Application and ) ) ) 4 ol cliwlat ol | BCYN501 | BCIT14,
BCYN511 | cloud Security Tladl BCIT16,
. : _<asd | BCYN501 | BCYNG609
15 | BCYNG612 | Penetration Testing 2 - 1 3 R
<) Ay
16 | BCYN719 | Project management 2 - 1 3 ke s ly) | BCYN217 -
H M _ _ .o ‘ 5 _
17 | BCYN8I13 Graduation Project (1) 3 3 oAl g},(; 90 CH
18 Graduation Project (2) | - | - | 3 | 3 gl e sy | 90CH | BCYNB8IL3
BCYN814 @)
19 | BCYN815 | Field Training - -] 1] 1 e % | 90 CH -
Total 33| 3 |23]|59 g el

B {IRVIE I DYS Y IEPRG VT3 PR [E PRI | BRI S9N - SIS PRI | Gzl Aoy 3 e Y
e85l 8 sl el e sl
DDOA-SPLA-2023-01 -5-




REPUBLIC OF YEMEN
UNIVERSITY OF
SCIENCE & TECHNOLOGY
Office of the President
Assistant for Academic Affairs

\ ;gy 4 /]/5\)/4 ‘j

:Q.A:\.JISY\ UJMAM\AM wa:\.i_)dc\.m.qﬁ_us.a

A Jsanll (pe allall U sy (sacine el 9) A s Y zualiall cilillia

Optional Program Requirements (9 credit hours):

(6) Joa>
badizall cileludl aae . Pre- Co-
No. Code Course Name WEIE C DRl audl Request Request
i i AL 3 jea) ¢ BCYN4 -
. | BCYNL401 ergless and'Moblle o | .1 3 4.;5&“1{\ 3@;\1\ ol CYN408
Device security Al
2 | BCYNL402 |Multimedia Networks 2 | -]1 3 o) Wilu gl <oy | BCIT13 BCYN403
loT Concepts and e s e . BCIT14
3 | BCYNL4og | O ~ONeeP ) | g | oo ks ealis
Application sy BCIT13
Selected Topics in oY) 35,k aunlse | BCYNSOL, | -
4 Cybersecurity and 3 |- - 3 Gl 5 (Al ) BCYN407
BCYNL403 |Networking
5 | BCYNL409 |Distributed Systems 2 | -1 3 e ) gall alail) BCIT13 BCIT14
6 | BCYNL704 |Cyber Crimes 3 -] - 3 g g IV il yall BCYN501 | BCYN510
. . BCYN218 | -
7 | BCYNL710| Machine Learning 2 | -1 3 AV alxs
8 | BCYNLG60S Intrusion Detection, and 5 | -1 3 Aata¥) 5 Ol (it BCYN501 | BCYN408
Response
9 Risk Management and > | .11 3 (e Gilaill 5 hlaalis 5l | BCYNS01 | BCYN605
BCYNL706 | Disaster Recovery RPN
Information storage . ...« | BCYN502 | BCITO09
10 | peynLs07 security 2 | -11] 3 o slrall (3 335 (el
11 | BCYNL111 | Physics 2 |-]1] 3 sl - -
LaplsY) @ glpll daalall i) 3 Lesa FHN KUY sl i iyl U s sasa
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.(Study Plan) sl )all J szadll

First Semester J¥) Juadl)
NO. ‘;ILQLHIS\ LRI P Pre- Co-
Code Sl el LITIP C Sl o Request Request
1 BUSTO02 English Language (1) | - | - | 4 | 2 (1) A alasy) 45 - -
2 BCITO1 Mathematics 212 -13 Slealy - -
3 BCITO04 Computer el - -
Fundamentals 21-12]|3 - :
4 BUSTO1 Skills of Holy Quran ) 5|1 aSI Ol 3 935 il jlga - -
recitation & Tajweed ) sl
5 BUSTO3 Arabic Language (1) 2 |- -12 (1) dn_al) 4500 - -
6 BUSTO8 National Culture (1) 2 |-1-12 (1) ks 5)) A3l
7 BUST09 Computer Skills - -1412 O pulall A jles - -
8 BCITO05 Problem Solving and o . - -
Programming 21-12]3 Sl da s e
Total 10| 2|14 |18 £ saal)
Second Semester Sl Juadl)
NO QLCLUAM Al - Pre- Co-
_ Code Course Name NEIEAR 28l ad Request | Request
1 Principles_ of _Data i) Jd 5 150k BCIT04 -
BCIT13 | Communication and 2 -12 |3 T i
Sl g
networks
2 | BUST06 | English Language (2) - -1 412 (2) A pladV) axll - -
3 BCIT02 | Calculus 212 -1 3 Jalsill 5 Jualal) BCITO1 -
4 BCITO6 Computer _ sl .12 3 gl e BCIT05 | BCIT04
Programming
5 BUSTO05 | Islamic Culture 2 | -1 -1 2 daadluy) AalE) - -
6 | BUST10 | National Culture (2) 2 | -1-12 (2) Agida ol) A8l - -
7 BUST04 | Life Skills 1|-]21]2 Aila & jlea - -
8 BUSTO7 | Arabic Language (2) 2 1 -1-12 (2) du el 32l - -
Total 13/2]10] 19 £ sanall
L|T| P |C
First Semester 10 [ 2 | 14 |18 Js¥) Suadl)
Second Semester 1312110 |19 AL Juail
Total 23 | 4 | 24 | 37 £ saxal)
Lapals¥) (Al daslal) i) S laa LI aee sl i iyl U s sasa
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Third Semester Gl Juadl)
No. Slelad) axe " Pre- Co-
Code Course Name T TTIplC SR aul Request | Request
1 | BCITO7 | Object Oriented Programming 4ga sall daa il | BCITO6 -
21-12)3 sy
_ |8 ol aeda |BCITO5 | -
2 BCITO09 Introduction to Database 2-12]3]|F ’i ‘irm
3 | BCYN403 | Routing and Switching 2 | -1 2| 3| dnall;amgl | BCIT13 -
4 | BCIT12 | Discrete Structures 2 2] -] 3| 4hs.J<lw | BCITO1 -
5 | BCYN216 | Computer Organization 2 | -] 2| 3| wsuallala | BCITO4 -
6 L . el el - BCIT13
BCYN501 | Principles of Cybersecurity 2 |-14)|4 el
Total 1212 12|19 g saxal)
Fourth Semester & Juadl)
NO. tﬂl.ﬁbu.“ LR~ - Pre- Co-
code Course Name LITIPIC Johadl et Request | Request
L Slanlal 5 | BCITO9, -
1 BCIT16 Web Application Development 2 |-1213 e ijj BC(:JIT%%
2 |BCIT10 Data Structures and Algorithms bl JSba | BCITO7 -
2 |-]121]3 oy
Sl )l Al
ool -
3 |gciTut Principles of Operating Systems 2 1-12|3 - w BCITIO
Sl
- - _ _ . L@\ N i ~ _
4 BCITOS Computing Ethics 2 1 < DIES
A sall
5 - . cLasyl | BCITOL -
BCITO3 | Statistics & Probability 2 -121]3 LY
6 . ale dave | BCYNS0L | -
BCYNS02 Introduction to Cryptography | 2 | - | 2 | 3 sl
Total 10| 2 |10 |16 £ saall
L|T|P|C
Third Semester 12 |21 12 |19 Gl Juadl)
Fourth Semester 10 | 2| 10 | 16 & A Juall
Total 22 | 4] 22|35 £ saxall
B {IRVIE I DYS Y IEPRG VT3 PR [E PRI | BRI S9N - SIS PRI | Gzl Aoy 3 e Y
e85l 8 sl el e sl

DDOA-SPLA-2023-01 -8-




REPUBLIC OF YEMEN

UNIVERSITY OF

SCIENCE & TECHNOLOGY
Office of the President
Assistant for Academic Affairs

\ Eg‘ /{ /]/5\)/4 o

:Q.A.\.JISY\ UJ}HMAMN\ wa:\.i_)dc\.m.qu.\s.a

Fifth Semester oualdd) Juadl)
No. clelad) ae A Pre-
Code Course Name LITIP |C oAl au = e Co-Request
1 Research Canl alia | - -
BCITL Methodology 20 -] |72 el
2 |BCYN408 | Networks Security 2 |- 4] 4 <S5l 4l | BCYNS01 | BCYN403
3 |BCYN407 | Advanced Network 2 | - | 2 | 3| 4ead Sl | BCYN403 | -
4 |BCYN217 | System Analysisand | | | | 4 praais Jilai | BCITO9
Design alai
5 |BCIT14 Cloud Computing 2 - 2 3 dulaud 4w eall | BCIT13 BCIT11
6 BCITL5 Mobile application sl .1 213 “fm:; . )ULu BCITO7 BCIT09
development Al 5 362y
Total 13| -110 18 £ saxad)
Sixth Semester bl Juadl)
No. alelad) 23 . Co-
Code Course Name T TTIPlc oAl ol Pre-Request Request
1 | BCYN609 | Ethical Hacking 21-14)|4 oAyl Sl | BCYN501 | BCITO8
2 | BCYNS04 | Secure Programming | 2 | - | 2 | 3 A5aY) Azl SSKTN(SOH )
3 | BCYN719 | Project management 2 1 -121]3 e syl | BCYN217 | -
4 Web Application and ol -l ala Gusll ik ) | BCYN501 | BCIT14,
BCYN511 | cloud Security Aladl BCIT16,
5 | BCYNL** | Elective (1) 2 1-12]3 (1) ghas) | - -
6 Principles of Artificial ) : | L1SA el | BCITO7 BCIT12
BCYN218 | Intelligence 2 2| 3| pelhalleSli,
Total 121 -116 20 £ sl
LT P|C
Fifth Semester 13 | -]10 | 18 o) Juadl)
Sixth Semester 12 | - 116 | 20 bl Juadl
Total 25 | - | 26| 38 &
B {IRVIE I DYS Y IEPRG VT3 PR [E PRI | BRI S9N - SIS PRI | Gzl Aoy 3 e Y
s sl gl gl ;i sl
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Summer Semester il Juadll
No. cleludl e . Pre- Co-
Code Course Name L|T| P|C sl g Request Request
1 BCYN815 | Field Training -1 -1251]1 (e G ) 90 CH* -
Total -1 -125]1 £ sanall
Field Training el <y il
(e sed 5530l 25 () 18 @8l 53) Badine 52a) 5 de b Jiay °

A Al suall Juadll 8 ey °

ol gl [ Jamll QU Ll 2ay .

*The Field Training represents one credit hour that means 18 to 25 training hours per week, and students have to

complete it in the summer semester of the third year. Moreover, the internship is a requirement to transfer to the
seventh semester.

Seventh Semester &d) Juadl
No. clelud) 2 . Pre- Co-
Code Course Name L TlPl C Al anil Reallest e
1 | BCYN813 | Graduation Project (1) -1 6 -] 3| (1)z,Aaillgsia|90CH -
2 | BCYN406 | Systems Administration 2| -12] 3 ~hill s ) | BCYN5S01 | BCIT14
3 Information Auditing and ) asli; 385 | BCYN501 | BCYN502
BCYNG605 Assurance 2 2| 3 il shacdl
4 | BCYN612 | Penetration Testing 21 -121] 3 Ol JAY) asd | BCYNS01 | BCYNG09
5 | BCYNL** | Elective (2) 2| -12|3 (2) o) | - -
Total 8|6 (8|15 £ gaaall
Eighth Semester Crall) Juadll
No. clelad) 2 " Pre- Co-
Code Course Name LT P|C SR = Request Request
1 | BCYN814 | Graduation Project (2) -] -] 6 |3] (2 zoallgssia] 90CH BCYN813
2 | BCYN510 | Digital Forensics 21 -12 3 =l sl | BCYN5S01 | BCYN609
3 | BCYNL** | Elective (3) 2| -12 |3 (3) sl | - -
Total 4| -11019 £ gaaal)

**Due to the different distribution of credit hours of theory and practical hours in elective
courses, which are three courses, credits only have been writing.

L T P C
Seventh Semester 8 6 8 | 15 ) Juadl)
Eighth Semester 4 - 10| 9 Cralil) Juadl)
Total 14| 6 | 18 | 24 £ sanall
Lagals¥) @ gipell dnalall (s ) 0 lusa LK aac sl i iyl U s sasa
B {IRVIE I DYS Y IEPRG VT3 PR [E PRI | BRI S9N - SIS PRI | Sosall dag aa WY
re8 sl e sl s gl s sl
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Lﬁ)\-,ﬁi‘ 3 GG acy g Ldi 5
"l ac) B aaly ) ey £ LGSV " & ) 3 il aof g8 alii araal | 6

ABET + Js (e aainal) claalall il ) jall s A
I ALLYL 5 il juadl eyl Jilas daa- ACM/IEEE
sl calusill g Jaall (3 g cilillaia

"o ke G el Juad a3t gk 3 G g il dia) |7
ABET + Ji (e adinall claslall il ) jial) e dais
GllieS 3 pdle juall Glepsll Qs da 0 ACM/IEEE
Janll (3 gas il ) ABLaYL | ) uedl (Y1 (anadl

< 3 il sall dou 8
ABET + Ui (e aainal) cibaalall el i) pmase dai g s 3l s
llaieS 5 3 pilae joad) gl Jlas da- ACM/IEEE - aa 3 i) asanaig 508 | 9
G 3w Sl ) ALYl | Sl 5 el GaY) aas] il
i) 5 AL I ) jie A O el ged o s kil 3 Aplal cldd | 11
ABET + J# (e 82ainall Claalall &l ) 84l pose An _ i
ki€ 5 5 pile il Slegiill il dai + ACM/IEEE 3 Asludl) clsald) | 12
G cibillaia U 2Bl | Sl 5 Sundl a1 paasil | ks
Janll
Maadiiall CUSLEN ) jia b alall (5 ginall #) jal 3" 3 e cleudl)y da sl clsdd) |13
ABET + U (5o s2cinall Cliaalall il ) el zrase dingis 48

i€ 5 5 il juadl cilap@ll Jdas dais + ACM/IEEE okl
(s bl ) ALYl | Kl 5 ) jadl 6] panasdl

Janll
"Ll g ) e G sl e o & sl 3 Alaal clsld) |14
ABET + J8 (e 8acinal) cilaalall il ) il ensa dai = ,
QliaS 5 5 e uall cilegiill Jilas dagi + ACM/IEEE 3 sl ¥ S 5ia0 |15
G pms ililliia ) ALYl | il 5 ) puedl (61 (anadi] ok
Janll
gﬁ)‘-}f\i‘ 3 Gl Blslaa g dadai | 16
ABET + Ji (e s2dizdl) il ‘L“J)BA‘C‘-‘“‘B‘%:‘:‘-.‘ Lia| 3 aaadl) dal g qgulall 4 laaa | 17
Cllie€ 5 5 pdle ) eyl Jilas Aa5 + ACMY/IEEE i
+ Jandl (3 s i ALYl | ) ad) e Ganasl Ll 3 @A sl |18
EC COUNCILY ge fyesSYI AS1L,2N Y d8laYly il
5 k) 3 il ) A ananalig Judad | 19
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