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Gy w5 Imam Abdulrahman Bin
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“ba Al Charleston Southern
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(Bachelor's degree in Cyber Security and Networks)
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University Requirements (19 credit hours):(s:iss delus 19) Asalall Silillis |

(2) ds>
‘No.| CODE | CourseName |77 e o e

| Skl of Holy Quran HANE FIE T ]
1 | BUSTO! | Recitation & Tajweed oy 923 5 g JSI
2 | BUSTO02 | English Language (1) - |-12 |2 (1) &yl 4l . -
3 | BUSTO03 | Arabic Language (1) 2 |-|- |2 (1) Al ascll . -
4 | BUSTO04 | Life Skills L i=ld. {2 Al & Jlea h .
5 | BUSTOS5 | Islamic Culture 2 - |- 2 LDy sl " -
6 | BUST06 | English Language (2) = |=128 |2 (2) A alady aall 3 -
7 | BUSTO07 | Arabic Language (2) 2 - |- 2 (2) 4wl dall . -
8 | BUSTO8 | National Culture (1) 2 |-]- |2 (1) ke gl A8 - -
9 | BUSTO09 | Computer Skills - =12 |2 el Gl s = .
10 | BUST10 | National Culture (2) 2 % s 2 (2) Auika ) Al y "

*L= Lecture, T= Tutorial, P= Practical, C= Credit Hour
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Faculty Requirements (48 credit hours):(s:ise dclu 48) 4180 illlaic o

(3) Js>
: : : S Saainall cilelad) das e ~ Pre- - Co-
No. | CODE - Course Name I T C Al il Rek;ué’st | Request
1 |BCITO1| Mathematics 2|1 3 Cilaly . :
2 |BCIT02| Calculus 2|1 3 Jalsill y Jsladll | BCITO1 -
3 |BCITO3| Statistics & Probability 21 = 3 | aYliaYlyelbaayl | BCITOI .
4 |BCIT04| Computer Fundamentals 2| - 3 o glal) bl . o
5 BCITOS| Problem Sf)lvmg and 2| - 3 el Bt - -
Programming
6 |BCIT06| Computer Programming 2| - 3 @ gula daa | BCITOS | BCIT04
, |BCITO7 Object Oriented Programming | 2 | - 3 iga 5all d5adl | BCITO6 -
sy
g |BCIT08| Computing Ethics -1 1 s sal) il . ,
9 BCITO09| Introduction to Database 2| - 3 acl g ) dadia | BCITOS .
Uil
10 BCIT10| Data Structures and 21 = 3 <liball sk | BCITO7 -
Algorithms a3l Al 5
1 BCIT11| Principles of Operating 2| - 3 a2l ol tgiloe - BCIT10
Systems
12 |BCIT12| Discrete Structures 211 3 ixhiie JSLa | BCITO1 -
13 Principles of Data 2| - 3 Uil a3 (e3be | BCIT04 -
BCIT13| Communication and Networks RALRA
14 |BCIT14| Cloud computing 21|+ 3 iyladldasall | BCIT13 | BCITLI
- Mobile Application % 5 ks ks | BCITO7 | BCIT09
BCIT15 Develgpment adlal) 3_}&9&11
Web Application T . | BCITO09, -
16 |BCIT16| Development of s 3| sl clinki o8| g ormog
17 |BCIT17| Research Methodolo 2 2 el ) malia - -

Agagalsy) u‘&pﬂ.\

el /A_‘,lj .
7
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:Compulsory Program Requirements (59 credit hours) (3:alzs 4l 59) 43 jla)) el il Slllie

: (5) Jsa>
e £ CO.D;.E i Co_u_n_'sg N:;m:n-e L] BEE G s H | Request | Request
1 BCYN216 | Computer Organization | 2 | - 1 3 @ gulall akais | BCITO4 -
System Analysis and psanaiy Jilai | BCITO9 -
2 % 3 - - 3 i,
BCYN217 | Design ki
Principles of ¥ il - BCIT13
BCYNS01 - &
¢ i Cybersecurity * o I S
4 BCYN502 | Introduction to 2 | . | 3 ale 4. [ BCYNSO0I -
Cryptography Juidll
5 | BCYN403 | Routing and switching | 2 | - 1 | 3 Juill g4 il | BCITI3 E
; e BCYN501 -
6 | BCYN504 | Secure Programming 2| - 1 3 Aol Al | 707
4 Principles of Artificial " | 3 1S3l ol | BCITO7 BCITI12
BCYN218 Intelligence ol o lilaal)
g BCYN605 Information Auditing and ) ) | 3 .usb 9 385 | BCYNS01 | BCYNS502
Assurance Cila glaall
Systems g BCYNS301 | BCIT14
& |3 50l
O | BCYNA0® | A dministration . : : el
10 | BCYN407 | Advanced Network 2 | - 1 3 daaiidl Gl | CYSNO3 -
11 | BCYN408 | Networks Security 2 . 2 4 a8l dyial | BCYNSO1 | BCYN403
12 | BCYN609 | Ethical Hacking el =4 0 & Ay Slgdl | BCYNSO1 | BCITO8
13 | BCYNS10 | Digital Forensics 2 - 1 3 8l ¢ =il | BCYNS01 | BCYN609
14 Web Application and 3 | 5 | 4 | )l clipks .l [ BCYNSOL | BCITI14,
BCYNS511 | cloud Security Al BCITI6,
15 | BCYN612 | Penetration Testing 2 - 1 3 | < 5iY) jasd | BCYNSOl | BCYN609
16 | BCYN719 | Project management 2 - 1 3 o olda 3 )la) | BCYN217 -
17 | BCYNSI3 Graduation Project (1) 3 3 z oAl g,_iu;; 90 CH
18 Graduation Project (2) - - 3 3 zoAll g 5,8 90CH | BCYN8I3
BCYNS§14 )
19 [ BCYN8IS | Field Trainin L [ 1 [ s ces| 90CH
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Optional Program Requirements (9 credit hours):

M Jgaal e lUall L U8 (5adine el 9) 4 LAY zalill cilllais

{ y
DDOQA-SPLA-2023-01

] ] & DU 3 1 3l BCYN408 | -
| | BCYNL40] erc?less and-Moblle M ?Py =
Device security aall
2 | BCYNL402 |Multimedia Networks Baaniall Jalls gl CASLE BCIT13 BCYN403
IoT Concepts and sy ke B L BCIT14
3 | BCYNL408 e I
Application el BCITI13
Selected Topics in GaYl 5 sl e | BCYNSOL, | -
4 Cybersecurity and Sy aadl BCYN407
BCYNL403 |Networking
5 | BCYNL409 [Distributed Systems e ) gall alaill BCIT13 BCIT14
6 | BCYNL704 [Cyber Crimes ERPR A PCPN | BCYN501 | BCYNS510
: ) - BCYN218 | -
7 | BCYNL710| Machine Learning AP alas
[ i . 5 BCYNS501 BCYN408
8 | BCYNL60S Intrusion Detection, and aaiu¥l y Jluall Cais
Response
9 Risk Management and Oa Al y Hllaali sl | BCYNSOD | BCYN6OS
BCYNL706 | Disaster Recovery &8
Information storage i L BCYN502 | BCIT09
La slaall i
10" BCYNLS07 | security - OIS O
11 | BCYNLI11 | Physics el jud - -
bl J g pese

sl dag 2 ey

e 5l
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Jsmaill e de g0 22023-2024 SUSadlly (omad) 0¥ s 53 5 IS zali sl Aol iuV) A ol Adadl) a

.(Study Plan) 4l

1 BUSTO02 English Language (1) - 4|2 (1) A3y aadll - -
2 BCITO! Mathematics 2 = | 3 Sl = -
3 BCIT04 Computer " - -
Fundi;mentals 2 213 gl Sl
4 BUSTO!1 Skills of Holy Quran i 2 |1 aSH 1A 3530 Ol s - -
recitation & Tajweed susls
5 BUSTO03 Arabic Language (1) 2 - 12 (1) At &l - -
6 BUSTO8 National Culture (1) 2 -1 2 (1) dgiba o)) Al
7 BUST09 Computer Skills - 4 |2 o yulall S jlea - -
8 BCITO05 Problem S9lving and ’ 213 Jaad Ja g Aa - n
Programming V | 7, i
Total 102 14180

1 Pr1nc1ple§ of .Data il 3 g dgn BCIT04 -
BCIT13 Communication and 2 2 3 - 1Sas)
e E]
networks

2 BUSTO06 | English Language (2) - 4 | 2 (2) 4 jalaiy) dall - 5
3 BCIT02 Calculus 2 -1 3 Jal&ill y Juzalaill BCITO1 .
4 BCIT06 Computer Programming | 2 21 3 Dyl Ao p BCIT05 | BCIT04
5 BUSTO05 | Islamic Culture 2 - 2 el dalEll - -
6 | BUSTIO | National Culture (2) 2 - 12 (2) Ak 5l - -
7 BUST04 | Life Skills 1 21 2 Ala Ol jlge = -
8 BUSTO07 | Arabic Language (2) 2 2 Qanad sl |

JY) Juail)
qafdl Juaddll

10 | 2
13 | 2

18
19

First Semester

Second Semester

( ﬁf
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40alSY 958l daaladl sy aelue aiSa

2 e

BCIT07 Object Oriented Programming BCIT06

A ac | | & BCITO0S -

“ BCIT09 | Introduction to Database 21-1213 ﬁtlmll
u e
3 | BCYN403 | Routing and Switching 2 | -12 ]3| Jdnillyasqdl | BCITI3 -
4 | BCITI12 Discrete Structures 2|21« ]3 dahiic JSLa | BCITOI -
5 | BCYN216 | Computer Organization 2 | -1 2 ]3| wblaqhi | BCITO4 -
P . e gl - BCITI3

¥ BCYNS501 | Principles of Cybersecurity 2 |- 4| < "j-mi‘

“lanka X BC;'_];O9, -
! BCIT16 | Web Application Development 2 213 — fjj BCIT06
2 |[BCIT10 Data Structures and Algorithms Ul JSua | BCITO07 -
2 2 - LIA . .
Sl )l s
3 |BCIT11 | Principles of Operating Systems 2 2 Jaaddll alai (galia - BCIT10
4 |BCIT08 | Computing Ethics . - A gl il . -
o i Laayl | BCITO1 -
3 |BCITO3 | Statistics & Probability 2 2|3 ca;uwi
6 . e i4asia | BCYNSO0I .
BCYN502 Intrciéuctlon to Cryptography 2 23 Ll

Third Semsster 1221219 BN Jeadl
| Fourth Semester 10 1210 |16 &) Juadl
Tot: D423 ,
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"1 |BCITI7 | Research Methodology | 2 | - | - | 2 | el Ciadl malia
2 |BCYN408 | Networks Security 2 {=]414 <iludll 4l | BCYNSOL | BCYN403
3 |BCYN407 | Advanced Network BN EE daaiidl cAS.a) | BCYN403 | -
4 |BCYN2I7 | System Analysis and i % . | BCIT09
Design s s 3 | o el
5 |BCIT14 Cloud Computing 3 o 24 3 dyladl 4 gall | BCITI3 BCIT11
6 Mobile application Cliks 4kl | BCITO7 BCIT09
e development 21-121{3 A 3 32y

1 BCYN609 | Ethical Hacking 21-141 4 LAY Sl | BCYNSO01 BCITO08
2 | BCYN504 | Secure Programming | 2 | - | 2 | 3 48yl daa pll gg?{l};gOH ’
3 | BCYN719 | Project management 2113213 gbiaslal | BCYN21T7 | -
4 Web Application and sl .lala usll ik ol | BCYNSOL | BCIT14,
BCYNS511 | cloud Security aladly BCIT16,
5 | BCYNL** | Elective (1) 2l~-1213 (1) g8 | - -
6 Principles of Artificial & w1 €U eaw. | BCITO7 | BCITI2
BCYN218 | Intelligence A ET LR B s
120 Siies

o S AR

Flftil ester ==

Sixth Semester

e

Q) 28 s

‘! _J_I ‘,.._..Nl
gl
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BCYNSI5 | Field Training | - | - | 25 | 1 B

Field Training el )il
(Lo sl Lo x40l 25 ) 18 a8 59) 5aaine aal y dele Jing .

A ) sl Jaadl) & ek .

bl sl 5l i) Juad Lillaia 2y °

*The Field Training represents one credit hour that means 18 to 25 training hours per week, and students have to complete
it in the summer semester of the third year. Moreover, the internship is a requirement to transfer to the seventh semester.

1 | BCYN8I3 | Graduation Project (1) -1 61-13 | (Dzadlgsm|9CH -

2 | BCYN406 | Systems Administration 21 -12( 3 akill 5 5l3) | BCYN5S01 | BCIT14

3 | geyneos | Information Auditing and 5 | .l 3%, 385 TBCYNSO1 [ BCYNS02
Assurance L !

4 | BCYN612 | Penetration Testing 21=121 3 Oldl 1AY jasd | BCYNS01 | BCYNG609

5 | BCYNL** | Elective (2) AP (2) Ml | - .

1 | BCYN814 | Graduation Project (2) -1 -1 6 [3](2)gsalgsrae[90CH  |BCYNSI3
2 | BCYN510 | Digital Forensics 2 [ - [ 2 [3] AN sl | BCYN50I | BCYN609
2 LBCYRLAM S Elective O) AR R IO N :
= "ot e i e £ 343 B4

**Due to the different distribution of credit hours of theory and practical hours in elective
courses, which are three courses, credits only have been writing.

15 pball Juaadll
9 Ol Juadl)

Seventh Semester
_Eighth Semester

,é‘_)_,)a.n.“ Jl.l_, e ,‘a..__myl
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iS5 5 el el Qs 455 + ACM/IEEE $ s 3 Sl Laiid) Sl | 3
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"Sllal) ael g8 g aaly ) iy LEESY AL $ ) 3 Gl 3o 8 Al avaal | 6
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oia o A Jeai o b 3 Gl g alipd 4dal | 7
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llaiS 5 e il eyl Jilas da 5+ ACM/IEEE
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Al LKL I ) e B () siall e o S 3 Agglal el | 11
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B Gllkia u‘“ QLAYLI ulSa.u]'l 3 gai_).u....ﬁl Wi M
Jasl)
" il g A" e (A ) Rl ges & fan) 3 lali chlyd | 14
ABET + J (e sadinall claalall &l ) il o A5 bl .
iS5 e uill eyl Jlat 455 + ACM/IEEE 3 Q) NS gia | 15
Sanll
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¢ ba) 4 Al g cu ol) ikl ol 13
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= 3 AV Jand 16
$ k) 3 aoliasyld |17
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"Cann i) Bale ) 5 kel dpand sale ) 1
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